CHANGING MINDS

Data Privacy Notice - Changing Minds UK

May 2018

Visitors to our websites

When someone visits www.changingmindsuk.com or www.performingwell.com or
www.cmcafs.com we use a third party service, Google Analytics, to collect standard internet
log information and details of visitor behaviour patterns. We do this to find out things such as
the number of visitors to the various parts of the site. This information is only processed in a
way which does not identify anyone. We do not make, and do not allow Google to make, any
attempt to find out the identities of those visiting our website. If we do want to collect personally
identifiable information through our website, we will be up front about this. We will make it
clear when we collect personal information and will explain what we intend to do with it.

Use of cookies by Changing Minds

Cookies are small text files that are placed on your computer by websites that you visit. They
are widely used in order to make websites work, or work more efficiently, as well as to provide
information to the owners of the site. The table below explains the cookies we use and why.

Cookie Name Purpose
Cookie civicCookieControl This cookie is used to remember a user’s choice about
preference cookies on www.changingmindsuk.com. Where users

have previously indicated a preference, that user’s
preference will be stored in this cookie.

Universal | _ga These cookies are used to collect information about
Analytics _qgali how visitors use our website. We use the information
(Google) _gat_UA-1036645-1 | to compile reports and to help us improve the website.

_gid The cookies collect information in an anonymous

form, including the number of visitors to the website
and blog, where visitors have come to the website

from and the pages they visited.
Read Google's overview of privacy and safeguarding
data
Security ASP.NET_Sessionld | This cookie is essential for the breach notification form
breach — the form that public electronic communications
notification service providers use to notify Changing Minds of a
form security breach — to operate. It is set only for those
cookie people using the form. This cookie is deleted when

you close your browser.

Security and performance

Changing Minds uses a third-party service to help maintain the security and performance of
the website. To deliver this service it processes the |IP addresses of visitors to the Changing
Minds website.
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WordPress

We can at times use a third-party service, WordPress.com, to publish certain news items or
notices on the website. These sites are hosted at WordPress.com, which is run by Automattic
Inc. We use a standard WordPress service to collect anonymous information about users'
activity on the site, for example the number of users viewing pages on the site, to monitor and
report on the effectiveness of the site and help us improve it. WordPress requires visitors that
want to post a comment to enter a name and email address. For more information about how
WordPress processes data, please see Automattic's privacy notice.

People who contact us through our website or send emails

We monitor any emails sent to us, including file attachments, for viruses or malicious software.
Please be aware that you have a responsibility to ensure that any email you send is within the
bounds of the law.

We may use Egress Switch https://bit.ly/2Lj0luu to encrypt and protect certain email traffic.
This may involve the use of use Transport Layer Security (TLS) to encrypt and protect email
traffic. If your email service does not support TLS, you should be aware that any emails we
send or receive may not be encrypted in transit.

Clients using Changing Minds Services

How we use your personal information

This Privacy Notice explains why Changing Minds UK collects information about you and how
that information may be used. Our staff maintain records in order to provide you with the best
possible care. These records may be electronic, on paper, or a mixture of both. We use a
combination of working practices and technology to ensure that your information is kept
confidential and secure. The processing of this information (including special category data
e.g. health, religion) is necessary for CMUK to comply with the law, including for the purposes
of the provision of health or social care or treatment and the management of health of social
care systems and services.

Records that CMUK hold about you may contain the following information:

¢ Details about you, such as your name, address, date of birth, phone number, email
address, next of kin and emergency contact details

¢ Details of any contact that CMUK staff have had with you, such as appointments,
meetings etc.
Notes and reports about sessions with you

e Details of any treatment and care you have received with CMUK

¢ Relevant information from any other professionals, relatives or those who care for
you.

In special circumstances (such as when preparing a report for Court), we may have access to
information about an individual’s criminal convictions. The lawful basis for holding this data is
to use this only for the official specific purpose of undertaking the assessment / court report.
We used this data:

e To help inform decisions that we make about your care.
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To ensure that your treatment is safe and effective.

To work effectively with other organisations who may be involved in your care.

To support the health of the general public.

To ensure our services can meet future needs.

To review care provided to ensure it is of the highest standard possible and
investigate any complaints.

How do we maintain the confidentiality of your records?

We are committed to protecting your privacy and will only use information collected lawfully in
accordance with:

e Data Protection Act 1998 and General Data Protection Regulation 2016
Human Rights Act 1998

Common Law Duty of Confidentiality

Health and Social Care Act 2012

NHS Codes of Confidentiality, Information Security and Records Management
Information: To Share or Not to Share Review

Every member of staff who works for CMUK has a legal obligation to keep information about
you confidential. We will not disclose your information to any third party without your
permission, unless there are exceptional circumstances (i.e. life or death situations), where
the law requires information to be passed on and / or in accordance with the new information
sharing principle following Dame Fiona Caldicott’s information sharing review (Information to
share or not to share) where “The duty to share information can be as important as the duty
to protect patient confidentiality.” In order to carry out this duty, Changing Minds uses an
electronic records system Writeupp® (https://bit.ly/2wZHPo4) to maintain confidential client
files in line with our obligations. Writeupp is GDPR compliant.

On occasion, it may be useful to share some of your information with other people or agencies
(such as NHS/GP) in order to provide you with the best service — if this was to occur, we would
ask you for explicit consent first.

Retention of personal data

Changing Minds will continue to hold the personal data outlined above for the following
purposes:

e The provision of health or social care;
o for the management of health or social care systems or services

Your personal data will be securely disposed of seven years after your discharge from the
Changing Minds service.

Access to personal information

You have a right under the Data Protection Act 1998 to request access to view or to obtain
copies of what information CMUK holds about you and to have it amended should it be
inaccurate. In order to request this, you need to do the following:

e Your request must be made in writing to CMUK
e We are required to respond to you within one month of receipt of the request
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¢ You will need to give adequate information (for example full name, address, date
of birth, and details of your request) so that your identity can be verified and your
records located.

Obijections / Complaints

When we receive a complaint from a person we make up a file containing the details of the
complaint. This normally contains the identity of the complainant and any other individuals
involved in the complaint. We will only use the personal information we collect to process the
complaint and to check on the level of service we provide. We do compile and publish statistics
showing information like the number of complaints we receive, but not in a form which
identifies anyone.

We usually have to disclose the complainant’s identity to whoever the complaint is about. This
is inevitable where, for example, the accuracy of a person’s record is in dispute. If a
complainant doesn’t want information identifying him or her to be disclosed, we will try to
respect that. However, it may not be possible to handle a complaint on an anonymous basis.
We will keep personal information contained in complaint files in line with our retention policy.
This means that information relating to a complaint will be retained for two years from closure.
It will be retained in a secure environment and access to it will be restricted according to the
‘need to know’ principle.

Should you have any concerns about how your information is managed at CMUK, please
contact Pauline Hughes, Office Manager, Changing Minds UK, Dallam Court, Dallam Lane,
Warrington, WA2 7LT. If you are still unhappy following a review by CMUK, you can then
complain to the Information Commissioners Office (ICO) via their website (www.ico.gov.uk). If
you are happy for your data to be used for the purposes described in this privacy notice, then
you do not need to do anything. If you have any concerns about how your data is shared,
then please contact the practice.

Rectification of Data

It is important that you tell CMUK staff if any of your details such as your name or address
have changed, or if any of your details such as date of birth is incorrect in order for this to be
amended. You have a responsibility to inform us of any changes so our records are accurate
and up to date for you.

Notification

The Data Protection Act 1998 requires organisations to register a notification with the
Information Commissioner to describe the purposes for which they process personal and
sensitive information. This information is publicly available on the Information Commissioners
Office website www.ico.org.uk. CMUK is registered with the Information Commissioners Office
(ICO). The Data Controller, responsible for keeping your information secure and confidential
is: Changing Minds Limited.

Changes to our Privacy Policy

We keep our privacy notice under regular review. This privacy notice was last updated on 22™
May 2018.
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